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From Q] 2021 through Q4 2025, escalating cyber threats, expanding regulatory
mandates, and rising enterprise digital exposure drove sustained M&A activity across the
cybersecurity, governance, risk, and compliance (GRC) services sector. As organizations
accelerated cloud adoption, Al deployment, and broader digital transformation
initiatives, security and compliance functions became deeply embedded within core IT
infrastructure and enterprise risk management frameworks. Heightened board-level
oversight of cyber resilience, operational risk, and data governance further reinforced
the sector’s mission-critical positioning, sustaining strong investor and strategic acquirer

interest.

Strategic buyers and financial sponsors targeted cybersecurity and GRC providers
operating at the center of enterprise risk ecosystems, viewing control of security
architecture, compliance workflows, and regulatory oversight as foundational to durable
platform value. Acquisition strategies emphasized scaling managed security capabilities,
expanding regulatory certification and audit services, increasing penetration within
regulated industries, and integrating technology-enabled monitoring and analytics
solutions. Buyers prioritized businesses with recurring revenue, high customer retention,
technical specialization, and deep integration into enterprise governance and compliance

operations.

This report analyzes M&A activity and valuation dynamics across the sector, including
capital deployment trends, geographic investment patterns, acquirer composition,
and valuation benchmarks. The analysis highlights continued consolidation, platform
formation, and the growing strategic importance of scalable, compliance-driven

cybersecurity services embedded within modern enterprise risk infrastructure.
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EXHIBIT 1

Structural Growth Drivers Supporting Cybersecurity and

GRC Services M&A

e Escalating Cyber Threat Environment:
Persistent ransomware activity, supply chain
vulnerabilities, and critical infrastructure
exposure continue to elevate cybersecurity
to a board-level priority. Organizations
increasingly require ongoing risk monitoring,
incident response readiness, and compliance
oversight embedded within enterprise

operations.

e Expanding Regulatory and Compliance
Mandates: Governments and regulatory
bodies are introducing increasingly stringent
requirements across data protection, cyber
resilience, financial reporting controls,
and operational governance. This drives
sustained demand for audit, certification,

advisory, and managed compliance services.

Digital Transformation and Al Adoption:
Cloud migration, digital platform expansion,
and Al deployment are increasing enterprise
complexity and risk exposure. As digital
ecosystems scale, governance frameworks
and security controls must evolve
accordingly, reinforcing structural demand

for GRC capabilities.

Shift Toward Recurring Managed Service
Models: Clients are transitioning from
project-based advisory engagements to
recurring managed security, compliance
monitoring, and outsourced risk functions,
enhancing revenue visibility and platform

attractiveness for acquirers.

Source: Global Research global consulting market outlook; McKinsey & Company 2026 M&A Trends report; McGladrey Quarterly Private Equity
Deal Flow Profile; industry cybersecurity and governance market commentary.
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EXHIBIT 2

Consolidation and Investment Themes Shaping
Cybersecurity and GRC Services Sector

e Fragmented Market Driving Platform
Formation: The sector remains highly
fragmented across advisory, certification,
and managed security providers, creating
sustained roll-up opportunities for private

equity sponsors and strategic acquirers.

e Technology-Enabled Services Convergence:
Firms are increasingly integrating
proprietary GRC software, automation tools,
and Al-enabled analytics into traditional
advisory services, improving scalability,

differentiation, and margin profile.

Cross-Border and Sector-Specific
Expansion: Buyers are targeting geographic
expansion and regulated vertical
specialization (e.g., financial services,
healthcare, critical infrastructure) to
strengthen competitive positioning and

diversify revenue streams.

Capability-Led M&A Prioritization:
Acquirers are focusing on differentiated
expertise, recurring revenue models, and
embedded client relationships as key
drivers of transaction activity and valuation

resilience.

Source: Global Research consulting market analysis; McKinsey & Company 2026 M&A Trends report; McGladrey Quarterly Private Equity Deal

Flow Profile; industry cybersecurity and compliance market analysis.

Transaction Valuation Multiples in the Cybersecurity, Governance, ——
Risk and Compliance Services Sector Analysis (Q1 2021 - Q4 2025)
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Axes are presented on a logarithmic scale to improve visualization of valuation dispersion.
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e Valuation multiples are based on a sample
set of M&A transactions in the cybersecurity,
governance, risk and compliance services
sector using data collected as of February
18, 2026.

e EV/revenue multiples range from 1x to
65x%, while EV/EBITDA spans 1x to 341x,
reflecting significant dispersion driven by
differences in revenue visibility, margin
profile, growth trajectory, and strategic
positioning. Assets commanding double-
digit revenue multiples are likely recurring,
software-embedded, or mission-critical
cybersecurity platforms, whereas lower-
multiple transactions (1x-4x revenue) skew
toward services-heavy, labor-intensive
compliance and consulting businesses. The
wide EBITDA range further underscores
inconsistent profitability across targets, with
premium valuations concentrated among

scalable, higher-margin platforms.

e Several large enterprise value transactions
priced at materially higher revenue multiples

relative to the broader dataset median

MINIMUM MAXIMUM

1X 341 X

(largely clustered between 1x-4x). This
indicates strong strategic and sponsor
demand for scaled cybersecurity and GRC
platforms with enterprise penetration,
embedded customer relationships, and
durable recurring revenue. Larger platform
assets appear to benefit from scarcity value
and consolidation optionality, supporting
multiple expansion relative to smaller tuck-

in acquisitions.

Despite headline outliers, the dataset shows
a meaningful concentration of deals between
1x-3x EV/revenue, suggesting that much

of the core cybersecurity and compliance
services ecosystem continues to trade on
traditional professional services metrics.
This reflects margin sensitivity, talent
dependency, and lower operating leverage
compared to software-centric security
models. The valuation bifurcation between
high-growth, technology-enabled platforms
and traditional advisory or compliance
providers remains a defining characteristic

of the sector.
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CAPITAL MARKETS ACTIVITIES

The data highlights transaction activity, capital deployment, valuation dispersion, and geographic trends within
the sector. Escalating cyber threats, expanding regulatory mandates, and increasing enterprise digital exposure
continuetodrive sustained M&A across managed security,compliance advisory,risk management,and governance
service providers. Acquirers increasingly target scaled, security-critical platforms embedded within enterprise
risk and IT infrastructure environments, prioritizing businesses with recurring revenue characteristics, strong
client retention, and differentiated capabilities across monitoring, assessment, remediation, and regulatory
compliance functions.

Announced M&A Transactions in the Cybersecurity, Governance, —
Risk and Compliance Services Sector (Q1 2021 - Q4 2025)
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e Overthe 20-quarter period, the sector e  While quarterly capital invested fluctuated
recorded approximately $253 billion of total materially, deal count remained relatively

capital invested across 3,308 transactions, stable, generally ranging between 130-200

underscoring sustained strategic and transactions per quarter. This stability

financial sponsor interest. The consistent o . )
) . ) indicates continued middle-market
transaction volume reinforces the sector’s

- . . consolidation and sponsor activity even
positioning as a core, non-discretionary

investment theme driven by regulatory during tighter capital markets, with investors

complexity, rising digital risk exposure, and emphasizing add-ons and smaller platform

ongoing enterprise security modernization. expansions.
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e Capital deployment was uneven, with
pronounced spikes in Q3 2021 ($28 billion)
and particularly Q4 2023 ($77 billion),
suggesting the impact of large-scale strategic
or take-private transactions. Excluding these
outlier quarters, capital deployment trends
normalize to approximately $2 billion-$15
billion per quarter, reflecting steady but

disciplined investment activity.

Following a capital slowdown through much
of 2023, the sector demonstrated renewed
momentum in Q4 2024 ($14 billion) and
maintained healthy deal activity throughout
2025, with transaction counts exceeding 170
deals in most quarters. This pattern signals
improving sponsor confidence, valuation
normalization, and continued consolidation
within the fragmented cybersecurity and
GRC services landscape.

Breakdown of Announced M&A Transactions in the Cybersecurity,
Governance, Risk and Compliance Services Sector by Country

(Q1 2021 - Q4 2025)
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e The United States accounts for 76% of total
capital invested while representing 45%
of deal count, indicating that US-based
investors execute disproportionately larger,
platform-scale transactions. Deep private
equity capital pools, mature cybersecurity

demand, and a high concentration of
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regulated enterprises enable US buyers to
pursue valuation-setting acquisitions. As
aresult, US capital materially influences
consolidation strategies, competitive
dynamics, and pricing benchmarks across

the global cybersecurity and GRC landscape.
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International and emerging markets
represent 45% of deal count but only 19%
of capital invested, reflecting frequent yet
smaller-scale transactions. Buyers in these
regions typically pursue add-on acquisitions
and mid-market consolidation strategies,
consistent with more fragmented, services-
oriented business models. Nevertheless,
rising global regulatory standards and
increasing cyber risk exposure continue to
sustain international deal flow, positioning

these markets as strategically important

growth and expansion arenas despite lower

average deal sizes.

The United Kingdom accounts for 10%

of deal count and 5% of capital invested,
signaling consistent transaction activity at
moderate scale. Strong financial services
exposure, regulatory rigor, and established
governance frameworks support steady
M&A activity. However, the comparatively
lower capital concentration suggests a
predominance of mid-market transactions

rather than large-scale platform buyouts.

Breakdown of Announced M&A in the Cybersecurity, Governance, ——
Risk and Compliance Services Sector by Deal Type (Q1 2021 - Q4 2025)
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l Capital Invested

Mergers and acquisitions accounted for
$145 billion across 1,797 transactions, rep-
resenting the largest share of both capital
deployed and deal volume. This underscores

significant strategic buyer participation,
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Source: PitchBook Data, Inc.

with corporates actively consolidating
capabilities, broadening service offerings,
and strengthening regulatory and security
expertise through bolt-on acquisitions and

platform expansion.
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Buyouts totaled $105 billion across 1,480
transactions, highlighting sustained private
equity conviction in the cybersecurity and
GRC sector. The substantial activity reflects
ongoing platform formation and add-on
strategies, particularly within fragmented
compliance, managed security, and advisory

segments.

Reverse mergers were limited, totaling $3

billion across 31 transactions, indicating that

private transactions and sponsor-backed
deals remain the dominant mechanisms for

growth and liquidity.

The relatively balanced distribution
between strategic M&A and buyout activity
reflects a competitive and well-capitalized
buyer universe. The presence of both
corporates and financial sponsors likely

supports sustained transaction volume and

public market access via alternative listing competitive valuation dynamics, particularly

structures has not been a primary capital for scaled, differentiated cybersecurity

strategy for the sector. Instead, private-to- platforms.

M&A TRANSACTIONS CASE STUDIES

Three transactions in the sector illustrate how investors are scaling services-led platforms embedded within
enterprise security and regulatory frameworks. Acquirers are targeting firms that provide cybersecurity advisory,
payment card industry compliance, and risk management services designed to address escalating cyber threats
and expanding regulatory obligations. These transactions reflect strong demand for compliance-driven platforms
characterized by recurring revenue, high customer retention, and deep integration into enterprise risk management
functions, positioning governance, risk, and compliance providers as mission-critical partners within modern
security infrastructure.
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CASE STUDY 01
COALFIRE

Coalfire Systems, Inc. is a US -based cybersecurity advisory and assessment services firm
specializing in compliance, risk management, and cloud security. The company provides
Payment Card Industry Data Security Standard assessments, regulatory compliance audits,
cybersecurity testing, and advisory services to enterprises, financial institutions, government
agencies, and cloud-native organizations. Coalfire operates as a Qualified Security Assessor
and supports clients in meeting complex regulatory requirements while strengthening
overall security posture. Its service offerings are embedded within enterprise risk and
compliance frameworks, generating recurring advisory and assessment revenue through
long-term customer relationships.

TRANSACTION TYPE DEAL DATE
BUYOUT APRIL 22,2020
ACQUIRER ENTERPRISE VALUE

APAX PARTNERS $350 MILLION

jahaniandassociates.com


https://jahaniandassociates.com/

11 J&A Sell-Side M&A Report - Cybersecurity, Governance, Risk and Compliance Services Sector

ACQUIRER

Apax Partners is a global private equity firm with significant experience investing in technology, services, and
internet platforms. The firm focuses on partnering with market-leading companies that demonstrate scalable
business models, strong cash flow visibility, and opportunities for operational and strategic value creation. Apax
has an established track record in cybersecurity and technology-enabled services investments.

TRANSACTION STRUCTURE

Coalfire was acquired by Apax Partners through a leveraged buyout transaction valued at approximately $350
million, completed on April 22, 2020.

MARKET AND CUSTOMER SEGMENTS COMBINATION

The transaction combined Apax Partners’ experience scaling technology-enabled services businesses with
Coalfire’s established cybersecurity and compliance advisory platform. Under private equity ownership,
Coalfire continued to serve enterprise clients across financial services, healthcare, government, and cloud-
focused industries requiring mission-critical compliance certifications and security validation. The investment
provided additional strategic and financial resources to expand service offerings, deepen penetration within
regulated industries, and accelerate growth in cloud security and compliance services.

ACQUISITION STRATEGIC RATIONALE

The acquisition reflected sustained private equity demand for cybersecurity and compliance platforms ben-
efiting from regulatory tailwinds, recurring client engagements, and high switching costs driven by audit
relationships and industry certifications. Coalfire’s position as a trusted assessor and advisor within regulat-
ed environments, combined with predictable assessment revenue and expanding demand for cloud security
services, positioned the company as an attractive platform for continued investment and operational scaling.
The transaction aligned with Apax Partners’ strategy of investing in scalable, compliance-driven technology
services businesses characterized by durable demand and long-term growth visibility.

KEY INTANGIBLE ASSETS TRANSACTION RATIONALE
RArX [
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Qualified Security Trusted Audit Regulatory Brand Regulatory Assessment Cloud Security

Assessor Status Relationships Credibility Demand Growth Platform Scale Expansion

jahaniandassociates.com



https://jahaniandassociates.com/

12 J&A Sell-Side M&A Report - Cybersecurity, Governance, Risk and Compliance Services Sector

CASE STUDY 02
OPTIV SECURITY

Optiv Security, Inc. is a United States-based cybersecurity solutions and services provider
delivering end-to-end security advisory, managed security services, risk management,
cloud security, and compliance solutions to enterprise and mid-market organizations.

The company supports clients across financial services, healthcare, government,

and technology sectors with cybersecurity strategy, threat detection, vulnerability
management, identity governance, and regulatory compliance, including Payment Card
Industry Data Security Standard assessments. Optiv’s services are embedded within
clients’ enterprise security architectures, generating recurring revenue through long-term
advisory engagements, managed services contracts, and ongoing compliance support.

TRANSACTION TYPE DEAL DATE
BUYOUT JANUARY 26, 2017
ACQUIRER ENTERPRISE VALUE
KOHLBERG KRAVIS ROBERTS $2 BILLION
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ACQUIRER

KKR is a global investment firm specializing in private equity, credit, and alternative asset management, with
significant experience investing in technology-enabled services and cybersecurity platforms. The firm focuses
on partnering with scaled businesses that demonstrate strong growth potential, durable client relationships,
and opportunities for operational and strategic value creation through capital investment and platform
expansion.

TRANSACTION STRUCTURE

Optiv Security was acquired by KKR through a majority-stake leveraged buyout transaction that was

announced in December 2016 and completed in early 2017, for approximately $2 billion.

MARKET AND CUSTOMER SEGMENTS COMBINATION

The transaction combined KKR'’s experience scaling technology-enabled services businesses with Optiv's
established cybersecurity advisory and managed services platform serving enterprise clients. Under private
equity ownership, Optiv continued to support organizations requiring integrated cybersecurity strategy,
compliance, and managed detection services. The investment provided additional capital and strategic
resources to expand service capabilities, pursue acquisitions, enhance managed security offerings, and deepen
penetration across regulated and enterprise end markets.

ACQUISITION STRATEGIC RATIONALE

The acquisition reflected strong private equity interest in cybersecurity platforms benefiting from structural
demand drivers, including rising regulatory requirements, increasing cyber threats, and growing enterprise
reliance on outsourced security expertise. Optiv’s recurring managed services revenue, compliance-driven
engagements, and mission-critical role within client security frameworks positioned the company as an
attractive platform for long-term investment. The transaction aligned with KKR’s strategy of investing in
scalable, services-based technology businesses with predictable revenue streams, high customer retention, and
opportunities for operational enhancement and strategic growth.

KEY INTANGIBLE ASSETS TRANSACTION RATIONALE
1aad) @9 @ D’] o)
@ Qﬂ NS 5 A %\@%
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Enterprise Client Broad Partner Established Security Global Expansion Managed Security Recurring
Relationships Ecosystem Solutions Brand Enablement Services Scale Compliance
Revenue
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CASE STUDY 03
PAYMENT SOFTWARE COMPANY

Payment Software Company, Inc. was a United States-based cybersecurity and compliance
consulting firm specializing in payment security, Payment Card Industry Data Security
Standard assessments, and secure payment application validation. The company provided
advisory, audit, and certification services to merchants, service providers, and payment
technology companies seeking compliance with cardholder data security standards. As a
Qualified Security Assessor and Payment Application Qualified Security Assessor, Payment
Software Company supported clients in navigating complex regulatory requirements and
maintaining ongoing compliance. The company generated revenue through assessment
engagements, consulting services, and recurring compliance advisory relationships.

TRANSACTION TYPE DEAL DATE
M&A SEPTEMBER 29, 2016
ACQUIRER ENTERPRISE VALUE

NCC GROUP (LON: NCC) $19 MILLION
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ACQUIRER

NCC Group plcis a United Kingdom-based global cybersecurity and software resilience company providing
assurance, advisory, testing, and compliance services to enterprises, governments, and financial institutions.
The firm has pursued a strategy of expanding its services-led cybersecurity capabilities across Europe and
North America through targeted acquisitions that strengthen technical expertise and geographic presence.

TRANSACTION STRUCTURE

Payment Software Company was acquired by NCC Group on September 29, 2016, for total consideration of
approximately $19 million.

MARKET AND CUSTOMER SEGMENTS COMBINATION

The acquisition combined NCC Group’s global cybersecurity and assurance platform with Payment Software
Company’s established payment security and Payment Card Industry Data Security Standard compliance
expertise in the United States. Payment Software Company’s specialization in card payment security
assessments complemented NCC Group’s broader risk management, penetration testing, and software escrow
services. The transaction strengthened NCC Group’s presence in the North American market and enhanced its
ability to serve financial institutions, payment processors, and regulated enterprises requiring Payment Card

Industry validation and compliance advisory services.

ACQUISITION STRATEGIC RATIONALE

The acquisition aligned with NCC Group’s strategy of acquiring services-led cybersecurity businesses to
expand both geographic footprint and technical capabilities. Payment Software Company’s reputation in
payment security and Payment Card Industry compliance added specialized expertise in a highly regulated
segment characterized by recurring audit demand and strong customer retention. The transaction positioned
NCC Group to deepen its penetration within the global payments ecosystem and capitalize on expanding

regulatory and cybersecurity requirements across enterprise and financial services clients.

KEY INTANGIBLE ASSETS TRANSACTION RATIONALE
() © ©) : - W
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Qualified Payment Established North American Payment Security Recurring Audit
Security Assessor Application Payment Industry Market Expansion Capability Revenue Growth
Accreditation Assessment Expertise Relationships Enhancement
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As enterprise risk management becomes increasingly embedded within digital
infrastructure, cybersecurity and governance, risk, and compliance services have
evolved from specialized advisory functions into core components of operational
resilience and regulatory oversight. Sustained transaction activity over the past five
years reflects investor conviction that security- and compliance-driven platforms
embedded within enterprise information technology and risk workflows represent

a durable, long-term asset class rather than a cyclical services theme.

Looking ahead, acquirers are expected to remain disciplined, prioritizing scaled
platforms characterized by recurring revenue, technical specialization, and

deep integration into client security architectures and compliance frameworks.
Valuation dispersion is likely to persist, with premium outcomes concentrated
among technology-enabled and managed services platforms, while continued
consolidation among smaller advisory-led providers supports ongoing roll-up and
platform formation strategies. As cyber threats intensify and regulatory scrutiny
expands, well-integrated, execution-oriented platforms are positioned to anchor
future consolidation and sustained value creation across the cybersecurity and

governance, risk, and compliance services landscape.
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